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External Description

Network & Security Domain Manager

bpostgroup strives to create an inclusive environment with challenging projects and inspiring collaborations.
With our employees at the heart of our organization, we don't believe in jobs, we believe in careers. We're now
looking for a Network & Security Domain Manager who will make us move.

Your mission:

The Network & Security Domain Manager will be responsible for overseeing the design, implementation, and
maintenance of our network and security infrastructure. This role demands a strategic thinker with a strong
technical background in network and security management. The ideal candidate will ensure the integrity,
reliability, and security of our network systems while leading a team of professionals to achieve operational
excellence. You will be responsible for:

Develop and implement the network and security strategy in alignment with the organization's goals.
Lead and manage the Network & Security team, providing guidance, training, and mentorship.

Collaborate with senior management to ensure security policies and procedures align with CISO
Governance

Oversee the design, deployment, and management of network physical and virtual infrastructure in all
bpost remote sites, central datacenters as well as cloud, including but not limited to LAN (router, switch,
firewall, proxy, load balancer,...) , WAN, VPN, wireless networks and future/emerging technologies

Ensure optimal performance, reliability, and scalability of network systems.
Monitor network performance and troubleshoot issues to minimize downtime.

Develop and enforce security policies, procedures, and protocols to protect the organization's data and
network based on best practices and CISO governance

Manage and monitor security systems including, but not exhaustive, firewalls, intrusion
detection/prevention systems (IDS/IPS) etc ...

Conduct regular security assessments, audits, and penetration testing to identify vulnerabilities.
Lead incident response efforts, including investigation, mitigation, and reporting of security breaches.

Develop and maintain incident response plans and ensure team readiness for potential security
incidents.

Manage relationships with network and security vendors, ensuring the best value and service.


https://career.bpost.be/en/vacancy/brussels/network-security-domain-manager/req9971

Work with internal stakeholders to understand network and security needs and provide appropriate
solutions.

Ensure compliance with relevant regulations and standards such as GDPR, ISO 27001, NIS2, DORA etc.

Maintain accurate and up-to-date documentation of network configurations, security policies, and
procedures.

Your profile:
We do not only deliver letters and parcels, but also opportunities. This job is open to all with diverse
backgrounds and talents, possessing the following skills:
Bachelor's degree in Computer Science, Information Technology, or related field.
Minimum of 10 years of experience in network and security management roles.
Strong knowledge of network infrastructure technologies (e.g., Cisco, Juniper) and security solutions
(e.g., firewalls Palo Alto, IDS/IPS, VPNSs).
Relevant certifications such as CISSP, CISM, CCNP, CCIE, or equivalent are highly desirable.
Proven experience in managing a technical team and leading projects.
Excellent problem-solving skills and the ability to work under pressure.
Experience with cloud network and security management (e.g., AWS, Azure).
Knowledge of scripting and automation tools is a plus
Experience in cloud solutions architecture, AWS and/or Azure, and project management.
Strong verbal and written communication skills, with the ability to conduct presentations and training.
Open-mindedness and a collaborative approach, capable of engaging with various stakeholders.
Leadership qualities to gain trust and respect from the team and other departments.
Analytical Skills: Ability to analyze complex cloud financial data and make strategic recommendations.
Fluency in English is required; knowledge of French or Dutch is a plus.

Our offer:

Like a long-awaited parcel, we want to make you feel welcome and valued. Our offer includes:
Competitive monthly salary
Meal vouchers

Hospitalization-, group- and disability insurances
A phone subscription and company car

20 days of statutory leave and 7 additional extralegal days off

An end-of-year and performance-based bonus and double holiday pay

Many benefits from more than 100 bpost-partners
Why bpostgroup?
bpostgroup is Belgium's leading postal operator and a growing parcel & omni-commerce logistics partner globally. With
a focus on social and environmental sustainability, we aim to be a trusted guide in a changing world. As our newest
team member you will:

Become part of the bpostgroup family with a unique atmosphere and culture.
Enjoy a dynamic work environment with a hybrid model allowing for flexibility.
Have access to continuous learning and development opportunities.
Have a direct impact on decision-making in an international success story.
Thrive in a leadership culture centered on visioning, sense making, innovation, and relating,
empowering you to lead effectively in our forward-thinking organization.

Find out more about bpostgroup

No match?

Explore other exciting job opportunities with us.

More info?

Feel free to reach out to Sara Van Reepingen
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